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INTRODUCTORY INFORMATION



A BIT ABOUT ME …

Started professional career as a polymer chemist for Procter & Gamble
• Transitioned within P&G to Information Systems

Developing software professionally since mid ’90s

Focus has been primarily on SharePoint since 2004

Became a Microsoft MVP in 2016 (Office Apps & Services)

Nowadays, I work for Akumina, Inc.
• Senior Solution Architect and Consultant

Still have Bitstream Foundry going
• Good way to organize my professional activities

• Educational and non-profit technical services
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SOME HOUSEKEEPING
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• This is a full-day workshop.
• We go from 9am PST until 5pm PST.

• We will break for lunch around 12:30pm PST.
• There is one hour allotted for lunch.

• Lunch is in the 6ABC Lobby (you won’t miss it).

• Come and go as you want or need.
• I only ask that you leave and enter quietly for the benefit of the 

other attendees.

• Today’s materials will be/are available.
• They’re available through the Whova app.

• I’ll post them on my blog, as well. Don’t worry, I’ll show the 
contact information again near today’s conclusion.

• And to make sure we’re all here expecting the 
same thing …



ABSTRACT FOR THIS WORKSHOP
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An Introduction to Microsoft 365 Tenant Administration
So, you were just handed a Microsoft 365 (M365) tenant in the cloud. Congratulations are in order! Now that we’ve 
dispensed with the pleasantries, you’re probably wondering what the heck you’re supposed to do with that tenant. 
If so, you’re in luck, as this workshop is designed specifically for you and others who find themselves with the same 
basic question.

In this workshop, we approach M365 tenant administration from the perspective of someone who now has tenant 
administration responsibilities without necessarily knowing what that means or encompasses. We’ll spend some 
time learning the terminology, bounds, and different pieces of tenant administration.

We’ll also investigate how the admin experience is partially coupled to how your organization is licensed. We’ll 
cover what you need to do to establish your new tenant, and we’ll take a tour of the various admin surfaces 
available to M365 administrators.

By the end of this workshop, you’ll have a functional understanding of M365 administration and the tools you have 
available to implement your plan for world domination your organization’s cloud vision.



A BIT ABOUT “BORN ON” DATES



A BIT ABOUT “BORN ON” DATES

• This is Microsoft 365 (M365) and its constituent 
workloads.

• Microsoft refers to these services as “evergreen 
services.”

• That carries some implications …

• Some of the information I’m going to share has a 
“shelf life.”



A BIT ABOUT “BORN ON” DATES (CONTINUED)

Please don’t look me up in five years and send 
me “fan mail” because I presented something 
that is no longer accurate due to a Microsoft 
365 service change. You may laugh, but it will 
happen has happened!



WHAT HAVE I GOTTEN 
MYSELF INTO?



YOU’RE THE (NEW) ADMINISTRATOR!
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• Whether by choice or out of necessity, you have 
admin control of a Microsoft 365 (M365) tenant.

• M365 assumptions I’ll be making going forward:
• M365 now adheres to role-based access control (RBAC), so …

• You are a global tenant administrator with permissions across 
your tenant and its various workloads.

• You don’t have a lot of experience (maybe any experience) 
with M365 administration.

• You may have some experience but lack confidence.

• Maybe you once administered a tenant, but that was a long 
time ago and everything seems to have changed.

• Other assumption
• You have access to your tenant now to try out the concepts 

we’re going to be discussing.

https://csrc.nist.gov/glossary/term/role_based_access_control


REFERENCES AND MATERIALS
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• At the end of this presentation, you will find a 
variety of references and other materials you 
can examine for additional context & content.

• This workshop is loosely based on a variety of 
Microsoft Learn modules:
• Configure your Microsoft 365 experience

• Manage users, licenses, guests, and contacts in M365

• Manage groups in Microsoft 365

• Add a custom domain in Microsoft 365

• Configure client connectivity to Microsoft 365

• If you would like to learn more but cannot find 
a reference, let me know.

• DISCLAIMER: I am not an M365 admin expert, 
nor do I expect any of you to become one!

https://learn.microsoft.com/en-us/training/modules/configure-microsoft-365-experience/
https://learn.microsoft.com/en-us/training/modules/manage-accounts-licenses-microsoft-365/
https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/
https://learn.microsoft.com/en-us/training/modules/add-domain-microsoft-365/
https://learn.microsoft.com/en-us/training/modules/configure-client-connectivity-microsoft-365/


IF YOU DON’T HAVE A TENANT
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• If you were hoping to try out the examples and 
activities throughout the workshop, there is 
another option (provided you have a computer 
with you).
• Consider signing up for a free M365 trial.

• The trial is free for one month, and you can cancel at anytime.

• Go to https://www.microsoft.com/en-us/microsoft-365/try

• Trials available for the following relevant plans:
• M365 Business Standard

• M365 Business Premium

• You will need a credit card.
• But it doesn’t get billed until the trial ends.

• Cancel before the end of the trial to avoid charges.

https://www.microsoft.com/en-us/microsoft-365/try
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UNDERSTANDING YOUR 
SUBSCRIPTION AND LICENSING 



THERE BE MONSTERS HERE
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• As anyone who has dealt with licensing of 
Microsoft products can tell you, it’s something of 
a “dark and nefarious art.”

• Ask three different Microsoft licensing experts 
what you need in terms of licenses for a given 
situation, and you’ll get at least four different 
answers.

• Why do we really care about licensing?
• There are a number of different M365 licenses that deliver 

different cloud capabilities and workloads.

• By extension, the workloads and capabilities you have 
available to you depend on the license(s) assigned to you.

• It’s worth looking at the M365 license landscape.



MICROSOFT 365 LICENSING
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• These are the M365 “family 
plans” available at the time of 
workshop creation.

• If you are just talking about a 
few people (like many 
families), these make economic 
sense

• Just as with M365 
administration, I am NOT a 
licensing expert.

• Get much of M365 
functionality at less expense.

• Can still add other licenses.



MICROSOFT 365 LICENSING
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• What I’m sharing is based on currently 
available licensing and M365 plans.

• Just as with M365 administration, I am 
NOT a licensing expert.

• Business plans are listed to the right.
• Every now and then, capabilities and costs go 

through a shuffle.

• If you have a deprecated subscription, Microsoft 
is pretty good about mapping your licenses to a 
new (and current) subscription/license

• From the maximum employee count, you can see 
that these plans are designed more for small 
businesses than enterprises.

• We will be looking at enterprises next.

• Plenty of licenses can be added on top of these.



MICROSOFT 365 LICENSING
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• The chart to the right covers the enterprise 
licensing you will typically see in large 
companies, government agencies, etc.

• Analogs of these plans exist for governments 
(typically denoted with a “G”), education, non-
profits, kiosks, frontline workers, and more.

• In addition, you can add additional licenses for 
products you might want. Great example: 
Microsoft Visio.

• Just so you’re aware, I’ll be using my 
BitstreamFoundry.com tenant for today.
• It has Microsoft 365 E5 licensing with Co-Pilot

• One of the benefits afforded to Microsoft MVPs



ANOTHER WAY TO VIEW LICENSES
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Login to Microsoft 365 
admin through an 
available URL
• https://config.office.com 

is one way.

• I commonly just go to 
https://office.com and 
select the admin tools 
from the waffle menu.

• You just need to get 
authenticated to the 
M365 tenant of your 
choice and find an admin 
tool selector, common in 
the left rail that appears.

https://config.office.com/
https://office.com/


ANOTHER WAY TO VIEW LICENSES
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Login to Microsoft 365 
admin through an 
available URL
• https://config.office.com 

is one way.

• I commonly just go to 
https://office.com and 
select the admin tools 
from the waffle menu.

• You just need to get 
authenticated to the 
M365 tenant of your 
choice and find an admin 
tool selector, common in 
the left rail that appears.

• Let’s take a look now.

https://config.office.com/
https://office.com/
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A BRIEF TOUR 
OF M365 
ADMIN TO 
REVIEW 
AVAILABLE 
LICENSING
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INITIAL TENANT SETUP AND CONFIGURATION



DO YOU NEED TO DO THIS?
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• If you’ve inherited the administration of an 
established M365 tenant, there might be little-to-
nothing for you to do.
• Many of the “hard decisions” have already been made.

• What does initial tenant setup and config entail?
• Establishing a Microsoft Account (if needed).

• Finding a unique name for your tenant.

• Applying appropriate company branding.

• Asking yourself some questions:
• What licenses are appropriate for my tenant and its users?

• Will this tenant be cloud-only, or do I need to synchronize 
with an on-premises Active Directory domain?

• Do I want to tie a custom/vanity URL to my tenant?

• Who will the admins be, and what roles do they require?

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/whatis-azure-ad-connect
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/whatis-azure-ad-connect
https://learn.microsoft.com/en-US/microsoft-365/admin/add-users/about-https:/learn.microsoft.com/en-US/microsoft-365/admin/add-users/about-https:/learn.microsoft.com/en-US/microsoft-365/admin/add-users/about-admin-roles?view=o365-worldwidehttps://learn.microsoft.com/en-US/microsoft-365/admin/add-users/about-admin-roles?view=o365-worldwideadmin-roles?view=o365-worldwideadmin-roles?view=o365-worldwide


GENERAL GUIDANCE FOR ADMIN ROLES
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• Admins have privileged access to your tenant’s data, and Microsoft 
recommends the following in general



PERMISSIONS OF M365 ADMIN ROLES & GROUPS

27

• You might wonder which permissions and rights are afforded to a 
particular admin role.

• The chart below covers some common admin roles.
• Note: these aren’t the only admin roles!

• The list is quite exhaustive; see the references section for more info.

• You can add external users to roles on a permanent temporary basis.

• Note: we’ll talk about standard users later in the workshop.



APPLYING ORGANIZATIONAL SELECTIONS
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• Chances are that your organization has invested in 
their corporate branding strategy. This can include
• Organizational Logos

• Specific colors and color combinations for use

• Typography and Fonts

• Branding Guidelines and Similar Directives

• M365 makes it relatively easy to apply an 
“organizational profile” from the admin tools.

• We’re going to spend a few minutes looking at the 
different options available to us at this point in 
time.
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YOUR 
ORGANIZATIONAL 
PROFILE
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TENANT-WIDE ADMIN AND 
CONFIGURATION 



TENANT-LEVEL SHARING POLICIES
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• We’re talking about sharing with the SharePoint 
and OneDrive workloads
• By default, the ability share content externally is turned on.

• Many organizations don’t like this and will want to change it.

• If you want to adjust sharing settings, doing so before turning 
your users loose in the tenant is advised.

• SharePoint and OneDrive sharing defaults can be 
configured separately.
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33

A QUICK 
LOOK AT 
SHARING 
CONTROLS



TENANT LEVEL TEAMS SETTINGS
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• The majority of organizations using M365 rely 
heavily on Microsoft Teams.
• If you’re organization is the same way, you’ll want to review 

your Teams configuration at a minimum.

• Like most M365 workloads, Microsoft tends to 
release new admin controls, features, and 
capabilities every two weeks.
• Check out the release note for Microsoft Teams admin 

features.

• The Teams admin center does more than just 
settings and configuration.
• Provides Teams feature deployment planning.

• There are self-help diagnostic tools

• An ability to set up alerts regarding meeting issues.

• Analytics and reports galore.

https://learn.microsoft.com/en-US/OfficeUpdates/teams-admin?WT.mc_id=TeamsAdminCenterCSH
https://learn.microsoft.com/en-US/OfficeUpdates/teams-admin?WT.mc_id=TeamsAdminCenterCSH
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EXPLORING 
THE TEAMS 
ADMIN 
CENTER



MICROSOFT 365 UNIFIED LOGGING
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• M365 has unified logging across workloads.
• Logging is turned on by default (thankfully).

• Logging wasn’t always unified.
• In the earlier days of M365, each workload admin center that 

had its own way of doing things.

• You would have to work across multiple logging systems

• Workloads were not consistent with how they approached 
logging and general administration.

• Retention period for audit data is 180 days.
• Prior to the middle of October of 2023, it was 90 days.

• Best bet when starting: verify the state of unified 
logging. Powershell is our friend in this.

Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled



BRIEF DETOUR INTO POWERSHELL
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• As you get further into M365 administration, you 
will discover that some tasks cannot be 
accomplished through the web admin centers.
• For such tasks, knowing some PowerShell will be the key.

• For more complex tasks (like user imports, bulk license 
assignments, etc.), PowerShell makes it easy.

• Don’t know PowerShell?
• Fear not: we’re going to perform an exercise right now!

• We’re going to verify the state of unified logging in your tenant.

• Microsoft makes available various PowerShell 
cmdlets to simplify our administrative activities.
• We’ll be using Exchange Online today.

• PowerShell isn’t hard – especially with Microsoft’s guidance.

• I’ll walk us through it as an example. Follow along!



BRIEF DETOUR INTO POWERSHELL
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• For this to work, we’re going to need to adjust a 
handful of one-time configs.
• We’ll need to set an execution policy for our scripts

• We’ll need to get the Exchange Online cmdlets

• We’ll need to import the cmdlet module into our PowerShell 
session.

• Once we’ve done those things, we’ll connect to 
Exchange Online
• For additional documentation on this process, see Connect to 

Exchange Online Powershell.

• Assuming you’ve got sufficient permissions to connect and 
execute the cmdlet we’re going to run, this should proceed 
relatively quickly.

• The global admin role and/or compliance admin roles provide 
sufficient rights to carry out this activity.

https://learn.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell?view=exchange-ps
https://learn.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell?view=exchange-ps
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LET’S 
RUN 
SOME 
PoSh!



UNIFIED LOGGING (CONTINUED)
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• Where do I find access to unified logging and 
results?
• Microsoft Compliance Center or Microsoft Purview.

• If you don’t have Purview, you will have a Compliance admin 
center. For all intents and purposes, they’re the same thing.

• What can I do with the data being collected?
• Get an objected rating of how compliant my tenant and its 

settings are (0 – 100%).

• Determine if you data loss prevention (DLP) policies are 
effectively.

• Launch an eDiscovery inquiry

• If you suspect inappropriate use or actions taken on sensitive 
content, you can use the Audit capability to search your 
content and actions taken on it with very granular control.

• Many more, depending on your licensing.
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EXPLORE 
M365’S 
COMPLIANCE 
ADMIN 
CENTER



WHAT ABOUT THIS “ENTRA STUFF?”
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• Entra ID is the 800-pound gorilla in the room
• It is what was formerly known as Azure Active Directory (AAD)

• Why did Microsoft change the name from AAD?
• I’ve been wondering that very same thing since the name 

change. It will always be AAD to me.

• Many long-time admins still refer to Entra ID as AAD.

• What is Entra ID’s purpose?
• It functions in the cloud as Active Directory does on-premises.

• Handles user profile data, authentication (AuthN), and more.

• Who gets Entra ID?
• You get Entra ID with your M365 tenant, and your M365 

tenant works with it much like on-premises Active Directory.

• Entra ID supports basic activities, profiles, and access control.

• There are also Entra ID admin roles, as well.

https://learn.microsoft.com/en-us/entra/fundamentals/whatis
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


ESTABLISHING YOUR TENANT
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• If you’re starting from scratch, there are probably 
some things that are on your checklist.
• You might be synchronizing your tenant with an on-premises 

Active Directory domain.

• If so, you’ll want to download Entra ID Connect (formerly 
Azure Active Directory Connect), install, and configure it.

• If you have a custom/vanity domain, you may 
want to configure it for use by your tenant.
• Microsoft has great instructions for how to do this.

• It’s relatively easy to do, but it will require some knowledge of 
the domain name service (DNS) protocol and records.

• You may want to do an initial sync of users.

• You’ll want to define who can act in admin roles.

https://www.microsoft.com/en-us/download/details.aspx?id=47594
https://learn.microsoft.com/en-us/microsoft-365/admin/setup/add-domain
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ENTRA ID 
CONNECT 
V2
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ADDING A 
CUSTOM 
DOMAIN 
NAME



SOME NOTES ABOUT ADDING DOMAINS
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• Custom domain name aren’t required
• If you plan to use them, though, set them up and add them 

before getting too far into configuration.

• Make sure to add custom domains before adding users to 
avoid unnecessary user configuration steps.

• When you add custom domain(s), you’ll have to 
decide which domain is the default.
• This affects things sign-in options and user email addresses.

• No custom domain means all users are accessible only 
through the <TenantName>.onmicrosoft.com namespace.

• Microsoft has partnered with domain providers 
to simplify much of DNS record setup process.
• The specifics of your DNS setup will drive steps needed to 

undertaken manually or with assistance.

• See Plan the DNS record requirement for a custom domain.

https://learn.microsoft.com/en-us/training/modules/add-domain-microsoft-365/4-plan-dns-record-requirements-custom-domain
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NEED ADDITIONAL HELP? GET A GUIDE
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• M365 tenants have a guided setup option.
• Just go to “Setup” in the navigation pane on the left.

• Select the “Guided Setup” button for wizards to guide you.



SUMMING-UP TENANT CONFIGURATION
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• Microsoft recommends that M365 admins 
assemble a checklist of tasks needed to get their 
organization established in M365.

• The checklist is unique to your organization, but 
common tasks include:
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WHAT IF THERE 
ARE PROBLEMS?



DEALING WITH PROBLEMS
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• If we’re being honest, it’s not about “if” there are 
going to be problems but “when” they will occur.
• For new administrators who are used to on-premises access to 

their servers, this is initially difficult to swallow.

• In M365, you don’t have access to the servers running your 
organization’s tenant(s).

• Does this mean you don’t have control.
• For all practical purposes, yes.

• It doesn’t mean you’re left in the dark until things are once 
again working.

• When M365 first entered the cloud landscape, it 
was difficult to understand what was happening 
at any given moment.
• Microsoft responded to admin concerns with a few changes.



DEALING WITH PROBLEMS
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• Microsoft knows that service outages cause acid 
indigestion for administrators.
• Previously, were was no systematic approach to 

communicating issues, what was affected, or when you’d 
receive an update. Everything was ad-hoc.

• Microsoft fixed the situation, and it is now very easy to 
check your M365 service health.

• Issues and their statuses are now readily 
relayed – as well as what’s being done.
• Includes detail of what’s potentially affected

• Also, Microsoft reports as much of the “why” as it knows.

• Bonus: they’ll let admins know when the next update will 
be given.

• It’s also possible to review issue history.

• Pro-active alerts can also be established.

https://learn.microsoft.com/en-US/microsoft-365/enterprise/view-service-health?view=o365-worldwide&WT.mc_id=365AdminCSH_inproduct


I CAN’T FIND INFO ON MY PROBLEM
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• If you have searched for information on 
problems that have been reported to you and 
don’t find anything, don’t panic.
• It may have not yet been reported or discovered by 

Microsoft.

• The good news is that there’s a very straightforward and 
easy way to report issues through Service Health Tool.

• It takes minimal time and effort.

• The Service Health Tool has been extended to 
cover more than just M365
• Info on Windows releases and patches

• Network connectivity tool analyzes and reports potential 
fixes and/or improvements.

• For more detail, see Network connectivity in the Microsoft 
365 Admin Center.

https://learn.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide&WT.mc_id=365AdminCSH_inproduct#pre-requisites-for-network-connectivity-assessments-to-appear
https://learn.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide&WT.mc_id=365AdminCSH_inproduct#pre-requisites-for-network-connectivity-assessments-to-appear
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A TOUR OF 
SERVICE 
HEALTH AND 
RELATED 
TOOLS



WANT THE 30,000 FOOT PICTURE?
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• Not strictly a cloud admin necessity, but 
nevertheless a very useful tool.
• Microsoft 365 roadmap (also has an RSS feed!)

https://www.microsoft.com/en-us/microsoft-365/roadmap
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USERS AND GUESTS



SO WHY TALK ABOUT USERS NOW?
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• Haven’t we already (sort of) discussed this?
• We did, but it was in the context of introducing user 

licensing.

• We also talked about Entra ID Connect a bit.

• There are bigger questions we need to have 
answered before we will want to move forward.
• The biggest decision point has lasting ramifications for your 

users and your tenant.

• One big decision involves the identity model you want to 
employ. We’ll be talking about this more.

• The choice of identity model typically impacts 
much of the rest of tenant setup.
• Identity models have different strengths and weaknesses.

• It’s not a decision you’ll want to make lightly.

https://learn.microsoft.com/en-us/training/modules/manage-accounts-licenses-microsoft-365/2-determine-user-identity-model


M365 IDENTITY MODELS
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• When it comes to identity models, you have basically three choices:



M365 IDENTITY MODELS (CONTINUED)
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• Each model’s strengths and relative weaknesses vary.

• Implementation complexity increases as you move from left to right.



M365 IDENTITY MODELS (CONTINUED)
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• If you have an established corporate directory 
structure (e.g., Active Directory) and want to 
keep it, part of the decision is already made for 
you.
• This tends to be the case with organizations I work with.

• Depending on the complexity of the directory service, either 
synchronized identity or federated identity are givens.

• The “happy middle ground” tends to be 
synchronized identity.
• Entra ID ends up doing the authenticating (AuthN) and 

profile storage.

• We’ve already talked about Entra ID connect; this is where it 
comes into play.

• If you have a 3rd party identity provider, you’re 
looking at federated identity.



A BIT ABOUT AUTHORITATIVE SOURCES
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• When it comes to identity providers, not all 
“sources of truth” are the same.
• When employing an M365 cloud identity model, things are 

relatively clear – the cloud is the only source of truth.

• What about synchronized or federated identity 
models?
• Cloud identities can exist alongside synchronized and/or 

federated identities.

• A cloud-created identity will typically not propagate back 
on-prem, but on-prem identities will be added to Entra ID by 
default (exceptions exist).

• This makes your identity provider (AD on prem or your 
federated IdP) the source of truth.

• Operations need to originate in the “true” source systems to 
be reflected in the cloud.



62

SYNCHRONIZING 
ACCOUNTS
EXAMPLE



WHAT ABOUT GUESTS?
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• A common scenario with M365 tenants involves 
collaboration with others outside of your 
organization and tenant.
• This is a fully supported scenario with different options 

depending on the details of the scenario.

• All options are not equal, though, and have inherit strengths 
and weaknesses.

• Microsoft details the creation and/or 
management of guest users here.
• The most common scenario is to establish an outside 

identity (i.e., not a user in your tenant) as a guess user.

• Appropriate controls are provided for many workloads.

• Guest users are clearly identified by the presence of a #EXT# 
at the end of their user principal name (UPN)

• Guests overwhelmingly have a user type of Guest.

https://learn.microsoft.com/en-us/training/modules/manage-accounts-licenses-microsoft-365/8-create-manage-guest-users
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A QUICK 
LOOK AT 
GUEST 
ACCOUNTS



GO BIG OR GO HOME!
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• How do I deal with the bulk import of users or 
any bulk operations?
• Some operations you can perform through the web admin 

center, but most of them will require …

• … wait for it …

• PowerShell!

• Microsoft has a really good starter reference
• Perform bulk user maintenance in Microsoft Entra ID

• Touches on some of the cmdlets we used earlier, as well as 
additional cmdlets of interest.

• Common scenarios I’ve used PowerShell in
• Importing users in bulk (very common scenario).

• Assigning large numbers of licences to a group of users

• Correcting formatting differences for profile properties.

https://learn.microsoft.com/en-us/training/modules/manage-accounts-licenses-microsoft-365/7-perform-bulk-user-maintenance


QUESTIONS 
BEFORE WE 
BREAK FOR 
LUNCH?



PLEASE BE 
BACK AND 
READY TO 
GO AT 
1:30PM PST



WORKSHOP AGENDA: AFTERNOON

• A Brief Recap of What We’ve Covered

• Managing Groups in Microsoft 365

• Client Connectivity

• Purview / Compliance Portal

• Microsoft 365 Defender (Security) Portal

• Additional Admin Centers

• Wrap-up and contact info

• All Reference Materials and Links



A BRIEF 
HISTORY OF 
TIME (OR AT 
LEAST OUR 
TIME 
TOGETHER)



WHAT WE’VE COVERED THUS FAR
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• What we’ve covered, top to bottom.
• We’ve built an understanding that “evergreen” means a 

service can change whenever to provider decides to.

• We have an understanding of what RBAC is and means.

• We’ve looked at M365 licensing scenarios.

• We took a brief tour of the admin surfaces available to us.

• We’ve looked at branding our M365 tenant.

• We’ve briefly looked at sharing policy and controls.

• We spent some time talking about Entra ID.

• We talked about the usefulness of PowerShell.

• We talked about unified logging and the Compliance Center.

• We talked about using a custom domain name.

• We talked about roadmap info and resources for problems.

• We talked about user identity model options.

• We talked about guest accounts.
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WHAT’S UP WITH GROUPS?
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• As administrators, groups and their membership 
will be an important aspect in your daily life.
• Many of you might already have a great deal of familiarity 

with Active Directory security groups and Exchange 
distribution lists.

• We’re going to be looking at what M365 makes 
available to us – and where it should be used.
• We have a much larger variety of groups to work with in 

M365 vs. traditional on-premises Active Directory. 
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GROUPS AND MORE GROUPS
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• Let’s look groups available to us in more detail.



GROUPS AND MORE GROUPS (CONT.)
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• Let’s look groups available to us in more detail.



GROUPS AND MORE GROUPS (CONT.)
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• Let’s look groups available to us in more detail.

• For more details on end of lifecycle options, see 
this link.

https://learn.microsoft.com/en-us/microsoft-365/solutions/end-life-cycle-groups-teams-sites-viva-engage


GROUPS AND SERVICES PROVISIONED
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• Where a group is created also determines if 
additional services are provisioned for use.



RECOMMENDED GROUP BEST PRACTICES
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• Microsoft recommends the following when it 
comes to creating and maintaining groups:
• Keep group naming conventions simple but clear.

• Create policies and procedures for ongoing group 
maintenance.

• Add users to security groups and then add those security 
groups to SharePoint default groups or roles rather than 
adding individual users to the groups or roles.

• Maintain a consistent and well-defined account provisioning 
process.

• Assign at least two owners to a group so that one can help 
out in the other's absence.

• It’s possible to nest groups (i.e., place a group 
within a group), but there are some limitations. 
See Create and manage groups in Microsoft 365.

https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/3-create-groups-microsoft-365
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BUILDING A 
DYNAMIC 
GROUP 
(EXAMPLE)

https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/4-create-dynamic-groups
https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/4-create-dynamic-groups
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IT’S AUTOMAGICAL!
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• Much of client connectivity is taken care of for 
us by the autodiscovery process.
• Having said that, there are still some things you may need to 

do to enable it.

• If you recall from earlier, we set up a number of DNS records 
that might not have made sense at the time.

• This pertains primarily to email and the Outlook client.

• DNS records that make this possible:



OUTLOOK CLIENTS
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• Microsoft extols the benefits of MAPI over HTTP.
• There are numerous things to like.

• Reduced latency vs. RPC used in previous versions.

• Improved connection handling.

• Better security.

• Frankly, just better in our current world.

• Whether or not this works for your user base is 
completely driven by your DNS configuration.
• So what happens if users encounter problems or issues 

while setting this up?

• You have a set of tools at your disposal that you might not 
even be aware of.

• Let’s introduce …



RCA – MUSIC TO YOUR EARS
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• Meet the Microsoft Remote Connectivity 
Analyzer (RCA).
• This little Swiss Army Knife is a collection of useful 

diagnostic tools with a primary focus on network 
connectivity.

• Contains tools to troubleshoot DNS issues, Exchange 
connectivity, domain-to-cloud synchronization, and much 
more.

• Provides a wealth of information even if you don’t have any 
problems.

• The toolset is web-based, so you only need to 
visit this URL to get started.
• Even though the tool is web-based, you may be directed to 

download an executable to two to gain information with 
maximum accuracy.

https://testconnectivity.microsoft.com/tests/exo
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BUT WAIT – THERE’S MORE!
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• This is RCA’s sister with a much more 
pronounceable name, SARA.
• SARA is an acronym Microsoft 365’s Support and Recovery 

Assistant.

• The tool can be downloaded here and is not web-based in 
its execution.

• Whereas RCA’s primary area of use is with 
network connectivity, analysis, and 
configuration, SARA is different.
• SARA might be an escalation point for problems not solved 

with RCA.

• Tends to focus on the end-user parts of M365 connections.

• Can currently fix Office, Microsoft 365, Outlook and some 
you might not expect (e.g., Windows).

https://aka.ms/SaRA-FirstScreen
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WHICH TOOL SHOULD I USE?
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• Given that both tools are “easy as pie” to use, I 
generally recommend running both.

• Microsoft identifies these as the RCA tools 
greatest strengths:
• Identify connectivity issues between email clients and an 

organization's Exchange Server.

• Identify connectivity issues between email clients and 
Microsoft 365.

• Troubleshoot Exchange Server and Microsoft 365 
deployments.

• Identify common problems.

• Microsoft identifies RCA as tool that is typically 
run by clients on corporate networks.



WHICH TOOL SHOULD I USE?
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• Microsoft identifies SARA as “the best solution” 
for the following problems (bear with me – the 
list is long).

• Within Office
• I get an error when I install Office.

• I can't activate Office.

• I need to uninstall Office.

• Within Outlook
• Outlook fails to start.

• I can't set up my Microsoft 365 email in Outlook.

• Outlook keeps asking for my password.

• Outlook keeps saying "Trying to connect..." or 
"Disconnected."

• Shared mailboxes or shared calendars don't work.



WHICH TOOL SHOULD I USE?
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• Within Outlook (continued)
• I'm having problems with my calendar.

• Outlook stops responding.

• Outlook keeps crashing.

• I can't send, receive, or find email

• In OneDrive for Business
• I can't sync my files with OneDrive.

• I can't install OneDrive

• In Other Office Apps
• I can't sign into Skype for Business.

• I can't get email on my phone.

• I'm having trouble opening or signing in to Outlook on the web.

• I can't install, connect, or enable Dynamics 365 for Outlook.

• The Teams Meeting option doesn't appear or the Teams Meeting 
add-in doesn’t load in Outlook.



WHICH TOOL SHOULD I USE?
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• SARA also has some additional noteworthy 
qualities that you’ll probably like.
• It can automatically apply fixes for known problems and 

scenarios, making it truly effortless.

• It collects telemetry in a variety of scenarios that can be 
turned around to Microsoft Support.

• If SARA can’t fix a problem, it suggests next steps and gives 
you and on-ramp for Support.



ONE MORE SMALL NOTE
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• If you look around the interwebs (including 
Microsoft.com) long enough, you may find 
references to Microsoft Message Analyzer.
• Microsoft retired Message Analyzer in November of 2019.

• Downloads have been pulled from Microsoft.com, and only 
those with installed before that date can still run it (with 
limitations).

• Much of the feature set that was supplied by Message 
Analyzer now exist in the Remote Connectivity Analyzer 
(RCA).

• This is one of key reasons why I say that all 
online info has a “born on” date.

• We’ve seen this with Entra ID Connect, which 
was AAD Connect, which evolved from DirSync.

https://learn.microsoft.com/en-us/message-analyzer/microsoft-message-analyzer-operating-guide
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-dirsync-upgrade-get-started
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WHAT IS THE COMPLIANCE PORTAL?

94

• For brevity, I’m simply going to refer to the 
Compliance Portal as “Purview” going forward.
• Microsoft appears to be going in the Purview direction, 

even if the tooling is still catching up.

• What you will see will depend on will depend on the 
licensing you have.

• We discussed it briefly for a bit this morning, but 
what does it really do besides unified logging?
• Unified logging is provided in service to other “higher goals” 

like digital loss prevention (DLP), eDiscovery, auditing, and 
similar sorts of goals.

• Microsoft had gamified the Purview interface in an attempt 
to incentivize tenant admins to run audits, set up policies, 
and take other actions through Purview.

• I’ll let Microsoft do the tl;dr run-down.
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DEPENDING ON YOUR LICENSING …
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You may see this … … or something like this.



DO AS I SAY, NOT AS I DO
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The one thing I can’t debate, though, is that my overall compliance posture is “bent over.”



THE TRUE PURVIEW PORTAL IS IN BETA
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• or, as Microsoft would say, “public preview.”
• The information I’m going to share will be based on the 

version of Compliance Manager / Purview that Microsoft is 
calling “classic.”

• The classic portal makes it very easy to get 
involved with the creation of policies. As an 
example, let’s walk through a recommendation:



STAYING IN THE KNOW
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• And Purview is really good at letting you know 
when it detects changes.
• By default, tenants have a default policy to alert identified 

administrators that changes have been detected.

• Great example: I received this email at my 
sean@bitstreamfoundry.com account as well as my 
sean@mcdonough.online account after I made a positive 
change to address a compliance issue that boosted my score 
in my BitstreamFoundry tenant.

mailto:sean@bitstreamfoundry.com
mailto:sean@mcdonough.online


WORRIED YOU WON’T BE KEPT BUSY?
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• The number of compliance actions you might 
undertake should keep you pretty busy.
• Figure out how your compliance score is generated.

• Get set for a long list of follow-up items … or not.

• Cloud admins are still busy admins by all accounts.

• A full compliance overview would be a 
workshop by itself.
• Great alternative to that is a book by Erica Toelle (former 

MVP now a Microsoft Senior Product Marketing Manager 
for Purview).

• Microsoft 365 Compliance
• Released in 2021 on by Apress

• Solid explanations and guidance that still 
holds up today.

https://learn.microsoft.com/en-us/purview/compliance-manager-scoring
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WHAT ELSE CAN PURVIEW DO?
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• Quite a bit, actually
• Data Loss Prevention (DLP)

• eDiscovery

• Establish compliance policies and report on them

• (Sensitive) Information Protection

• Data lifecycle policy creation and management

• … just to name a few.

• As with the rest of Compliance Manager, it 
operates across cloud workloads.

• Use what you need to depending on regulations 
and guidelines your org must comply with.
• Holds are particularly worthy of mention.

• Very approachable, powerful, and informative.
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WHAT IS MICROSOFT 365 DEFENDER?
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• Microsoft is now calling it Defender XDR

• Defender XDR helps security teams protect 
using information from other Microsoft security 
products like:
• Microsoft Defender for Endpoint

• Microsoft Defender for Office 365

• Microsoft Defender for Identity

• Microsoft Defender for Cloud Apps

• Microsoft Defender Vulnerability Management

• Microsoft Entra ID Protection

• Microsoft Data Loss Prevention

• App Governance

• Like Purview, Defender XDR represents 
Microsoft’s “2nd wave” of integrated tools.

https://learn.microsoft.com/en-us/defender-xdr/microsoft-365-defender


WHAT IS MICROSOFT 365 DEFENDER?
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• The individual admin centers used to house the 
data and not talk amongst services.
• What I’m calling Microsoft “2nd wave” of integrated tools 

centralizes cross-functional concerns with all workloads.

• This is generally better for admins, but it does make it tough 
sometimes to figure out which tool has specific functionality 
of interest from moment to moment.

• Defender XDR is going to be of particular interest 
to those tasked with protecting the tenant and 
its users.
• Defender XDR brings integrated intelligence and analysis 

capabilities so that security admins aren’t looking for the 
proverbial “needle in a haystack.”

• Previously known as Microsoft Threat Protection.
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DEFENDER XDR IS AN AMALGAM
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• It leans towards focusing on a cross-section of 
messaging (email, Teams, etc.) workloads.
• Many end-user threats tend to come through basic 

communications like spam, phishing, spoofing, etc.

• It also works across workloads, messages, 
endpoints, and provides intelligent 
interpretation of potential threat data.
• This is part of the “normalization” that was discussed in the 

video.

• If Defender XDR finds a trail of questionable messaging or 
interaction that represents a true threat, it brings it to your 
attention.

• It doesn’t make you go looking for the problem (unless you 
want to, of course).

• Also proactively attempts to manage and contain the threat.



DEFENDER XDR REQUIRES INVESTMENT
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• Like Purview with compliance, you get out of 
Defender XDR what you are willing to invest.
• Deploying to clients, building application profiles, 

registering agents and endpoints, etc., require some 
investment of time to realize maximum security.

• Some advanced capabilities (cloud app monitoring) is 
hardware/infrastructure dependent.

• Let’s also be honest about this, too: many 
capabilities may require advanced licensing (like 
E5 licenses).
• Microsoft Cloud App Security (as it was known before 

Defender XDR integration) is a great example and not to be 
confused with Microsoft 365 Cloud App Security.

• We’ll look at a couple of XDR areas but expect to 
invest some time and learning here.

https://learn.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/editions-cloud-app-security-o365
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THERE’S MORE?
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• We’ve spent the better part of the day getting 
familiar with M365 tenant administration.
• We haven’t covered everything, though.

• Realistically, we won’t be able to cover everything.

• I’ve got a few more quick “tours” prepared; 
since we’re getting late in the day, though …
• Is there something you were expecting to see that you 

haven’t?

• We can examine it, but I want to be realistic: I may not have 
any content or particular insight into the functionality 
and/or admin center.

• What I’m prepared to cover:
• Exchange Online Administration

• Microsoft Teams Administration

• SharePoint Online Administration
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ONE OF THE MORE USEFUL CENTERS

114

• Some of you may be (or may have been) on-
prem Exchange admins.
• Functionality here should be relatively familiar but without 

the focus on server-centric management and other similar 
administrative/infrastructure concerns.

• E-mail is a big driver for many organizations 
shifting to the cloud.
• Being able to focus on the business at hand rather than how 

email is managed, backed-up, retained, filtered for spam 
and phishing attacks, updated, etc., is a big draw.

• There’s still a huge focus on the related policies – just not 
the technical management of those related policies.

• Letting someone else handle the tech and 
infrastructure frees admins up …
• … to focus on the more valuable business problems.



ONE OF THE MORE USEFUL CENTERS
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• With things like public folders and other on-
prem Exchange targets, there are (arguably) 
better options in the cloud.
• If we’re talking about sharing files, OneDrive and SharePoint 

Online have many similar options with better control.

• Note that Exchange admin, at this point in time, 
has a newer admin experience and a “classic” 
admin experience.
• You can move between them fairly easily.

• The Exchange online admin center includes guidance and 
help regarding the difference in capabilities. For example:



ONE OF THE MORE USEFUL CENTERS
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• Email was one of the original BPOS workloads 
that Microsoft focused on.
• More on BPOS a little later.

• Given the longevity of email handling for 
organizations, you’ll bet a lot of PowerShell 
admin relies on tie-ins to the Exchange 
PowerShell cmdlets.
• We saw this a little earlier with the unified logging setting 

for your tenant.

• Mailboxes are still a primary focus.
• Groups (including distribution groups) are, as well.

• Controls for client Outlook settings – including mobile.

• Protection of mailboxes, reporting, and alerts.

• Also, Public folder controls and other Exchange mainstays.

https://learn.microsoft.com/en-us/exchange/collaboration-exo/public-folders/public-folders
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BASIC CONFIG AND ADVERTISEMENTS
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• That pretty much sums-up the Microsoft Teams 
Admin Center
• It shouldn’t come as a surprise that I don’t have much use 

for the Teams Admin Center.

• Here’s a great example. Need a Teams phone?

• I can’t say I agree with this approach much.



BASIC CONFIG AND ADVERTISEMENTS
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• As far as configuration goes, it’s probably most 
valuable if you have Teams with VoIP capability.
• Assign phone numbers to users, for example.

• Operator connections and direct routing configuration.

• Service-wide settings can be also be configured.
• Organize users into groups for policy assignment.

• Enable Teams apps for use

• Control messaging policies, such as message deletion and 
interoperability with Skype for Business

• Policies offer quite a few configuration options.
• Call hold and call park policies.

• Deployment to groups (such as frontline workers)

• Call queues and voicemail policies

• Relevant analytics and reports, as well.
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SHAREPOINT LINEAGE
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• As mentioned earlier, my experience with 
SharePoint extends back to 2004.
• If you were working with SharePoint at that time, you were 

standing up your own server environments and (hopefully) 
proficient at setting up SharePoint farms.

• Learning SharePoint forced most IT Pros and developers to 
learn some amount of SharePoint operational and services 
architecture.

• Many of us were true switch-hitters who did 
both administrative work and development to 
varying degrees.

• Nowadays, SharePoint internals is becoming a 
lesser-known and understood area.
• I think SPO has something to do with that.



SHAREPOINT LINEAGE
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• SharePoint Online was introduced with BPOS
• BPOS = Business Productivity Online Suite – a precursor to 

what we currently know as Microsoft 365.

• BPOS came online about five years before Office 365 in the 
year 2005.

• It is how Microsoft began learning how to be a cloud 
services provider, and it was rough.

• Thank the earlier lessons of BPOS (and to a 
lesser extent, Office 365) for your experience 
today.
• Administrators can now focus on adding true business value 

and solving important issues for customers.

• They no longer have to keep servers running, no longer 
need to worry about service packs, rollups, and hotfixes.

• M365 admin is fundamentally different from farm admin.

https://www.zdnet.com/article/the-road-to-microsoft-office-365-the-past/


ENOUGH WITH MEMORY LANE
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• The point is this: today’s admin experience is 
different from your predecessor’s experience.
• We’re going to look at common admin tasks and concerns 

modern administrators deal with daily.

• We won’t be looking at SPO architecture and infrastructure 
(i.e., “plumbing”) any more than is needed to understand 
some concepts – I promise!

• What are (common) SPO cloud admin concerns?
• (De-)provisioning sites

• Managing users and policies (such as sharing and archival)

• Managing access groups, permissions (including app 
permissions), and user rights

• Tenant-level Search, Term Store, et al administration

• Content management and migration

• Teams and OneDrive related requests and issues
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AND ONE FINAL APPEAL

127

• I’m a huge proponent of Microsoft 
Philanthropies’ TEALS program
• TEALS stands for “technical education and literacy in 

schools,” and I’ve been a volunteer for five years.
• The goal of the TEALS program is to bring computer science 

education to underserved and traditionally marginalized 
populations.

• TEALS operates on volunteer basis
• If you have any technical background, you would do well by 

volunteering for the program.
• I’ve co-instructed both “Introduction to Game 

Programming” and a CompTIA Security+ curriculum over the 
years.

• It is exceptionally rewarding on a personal level. I get at 
least as much out of it as I put into it.

• TEALS would benefit from your participation!

• Visit https://www.microsoft.com/en-us/teals 

https://www.microsoft.com/en-us/teals
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perform-bulk-user-maintenance 

https://learn.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide&WT.mc_id=365AdminCSH_inproduct#pre-requisites-for-network-connectivity-assessments-to-appear
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29. End of lifecycle options for groups, teams, and Viva Engage
https://learn.microsoft.com/en-us/microsoft-365/solutions/end-life-cycle-groups-teams-sites-viva-engage 

30. Create and manage groups in Microsoft 365
https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/3-create-groups-microsoft-365

31. Create dynamic groups using Microsoft Entra rule builder
https://learn.microsoft.com/en-us/training/modules/manage-microsoft-365/4-create-dynamic-groups

32. Microsoft Remote Connectivity Analyzer
https://learn.microsoft.com/en-us/training/modules/configure-client-connectivity-microsoft-365/5-
troubleshoot-client-connectivity 

33. Microsoft Remote Connectivity Analyzer (the tool itself)
https://testconnectivity.microsoft.com/tests/exo 

34. Microsoft 365 Support and Recovery Assistant
https://aka.ms/SaRA-FirstScreen 
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35. Microsoft Message Analyzer Operating Guide (retired)
https://learn.microsoft.com/en-us/message-analyzer/microsoft-message-analyzer-operating-guide 

36. Microsoft Entra ID Connect: Upgrade from DirSync
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-dirsync-upgrade-get-started 

37. Microsoft Purview compliance portal
https://learn.microsoft.com/en-us/purview/purview-compliance-portal 

38. Compliance Manager Scoring
https://learn.microsoft.com/en-us/purview/compliance-manager-scoring 

39. What is Microsoft Defender XDR
https://learn.microsoft.com/en-us/defender-xdr/microsoft-365-defender 

40. Microsoft Defender for Cloud Apps overview
https://learn.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps 

https://learn.microsoft.com/en-us/message-analyzer/microsoft-message-analyzer-operating-guide
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41. What are the differences between Microsoft Defender for Cloud Apps and 
Microsoft 365 Cloud App Security?
https://learn.microsoft.com/en-us/defender-cloud-apps/editions-cloud-app-security-o365 

42. Public folders in Microsoft 365, Office 365, and Exchange Online
https://learn.microsoft.com/en-us/exchange/collaboration-exo/public-folders/public-folders

43. The road to Microsoft Office 365 – The past
https://www.zdnet.com/article/the-road-to-microsoft-office-365-the-past/ 

44. Microsoft TEALS program
https://www.microsoft.com/en-us/teals 
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