











Motivation

- Out-of-the-box (OOTB), SharePoint comes packed with
a lot of data protection goodness

- In my experience, most admins immediately dismiss
the OOTB tools as inadequate without understanding
what the tools do and how they operate.

- | wanted to share my knowledge of the OOTB tools,
demonstrate how they work, and maybe even trigger
some "l didn't know that" revelations



How this started

































High Availability

Protection through redundancy

- SQL Clustering
- SQL Database Mirroring

- SQL Transaction Log Shipping
- SQL Always-On (SQL 2012)
































































































Tips

- You (or Timer Service account) require
access to export/import location

- Do you have SQL Server Enterprise?
Consider the -UseSqglSnapshot switch

- Imports must be done from the
command line, but Exports can be
done in Central Admin (much easier)



Tips

- Unattached database recovery is your
friend: use it (via Central Administration)

- Publishing sites cause problems for some
export/import operations.

- Be careful if you are importing into a (sub-)
Site that is based on a template that is
different from the source (export) site or
sub-site















Tips
- Stay away from the -NoSiteLock switch

- Do you have SQL Server Enterprise?
Consider the -UseSqglSnapshot switch

- The recycle bin and gradual site deletion
jobs can impact your restore operations

- GUID collisions happen. It's okay; create
another database to restore to the same

(source) Web Application









The Art of Restoring















Service Applications

- are unique in that they typically house
both configuration and content

- Despite a common Service Application
Framework, each service app is unique
and has its own twists/eccentricities

- present some of the more difficult
restore challenges






























Captures the following:

- Antivirus settings

- Information rights management (IRM) settings
- Outbound e-mail settings

- Diagnostic logging settings

- Customizations deployed as trusted solutions


















The Problem
of the Cart
and the Horse










My Solution






Consider a small farm
with " 10GB of data ...



Consider a small farm
with " 10GB of data ...





















Common need:

To send an email status for the
last backup run:

- Send-SPBackupStatus












Common need:

To groom the backup catalog
to remove old backup sets:

- Remove-SPBackupCatalog












A couple of other tricks

- Export-SPBackupCatalog

- Set-SPBackupCatalog






You certainly don't need to use my
script and PowerShell cmdlets ...















Resources

- http://technet.microsof m/en-us/librarv/ 4

- http://sharepointinterface.com/2010/09/10/configuration-only-

backup-and-restore-in-sharepoint-2010/

- http://shar intinterf m/2010/10/03/a-tale-of-two-cmdlets/

- http://www.toddklindt.com/blog/Lists/Posts/Post.aspx?ID=248

- http://blogs.technet.com/b/stefan. gossner/archive/2009/05/27/




Resources

- http://www.ider m/Downl /Pr llateral/Consistency-
Creating-SharePoint-Backups.pdf

- http://bl hn m/b/h riptin /
archive/2011/06/22/use-powershell-to-back-up-your-

sharepoint-farm.aspx

- http://sharepointbac.codeplex.com/

- http://spdeploymentwizard.codeplex.com/




Resources

- http://technet.microsoft.com/en-us/library/eed428305(v=office.14).aspx






