


















































Identifies and quantifies the probable threats to
normal business operations and activity

What could go wrong?

* Primary data center is flooded
* Your network is cyberattacked

* The bulk of employees fall ill
" Power is lost to your location (who kicked the cord?)

Quantify it
- What is the realistic probability of the event?
* It the event occurs, how severe would the impact be?

* Probability x Severity = Overall Risk




http://www.drj.com/

Good ovlinve reference for
disaster recovery articles,
whitepapers, and other resources.



A business impact analysis maps risks to
business processes and systems that would be
affected if something were to go wrong

What comes out of the BIA?

» A document or matrix that maps individual risks
{0 one or more business processes and systems
that would be affected

* An estimate of what each interrupted process or
downed system might cost the organization,
oftentimes in dollars per hour ($/hr)

" Prioritization of processes and systems to protect

. Acceptable loss and downtime windows






A business continuity plan addresses the findings of
a BIA and defines processes to mitigate and/or
minimize interruptions to normal business operations

What does a BCP cover?

- Manual procedures and work-arounds to keep
business moving in the absence of supporting
systems

* Key information and logistical plans to address
unavailable facilities, equipment, and personnel
Communications plans

" Disaster recovery plans



(Disaster) recovery plans document requirements

and steps for restoring systems to agreed-upon
levels of functionality

What can be found in a plan?

- An overview of what the plan addresses and what it
doesn't address (equally important!)

* Recovery prerequisites (hardware, software, facilities,
personnel, etc)

" References to dependent information/systems/items
" Procedures for recovery

" Measurable success criteria for recovery

























































» Refers to the maximum time permitted
before operations are restored following
a disaster

* Different from RTO in that it includes
business procedures, human factors,
etc. - not just the system restore time
(.e., time to execute a recovery plan)

we'll be focusing on RPO ana RTO




























































- These are the points where SharePoint touches other line of
business systems - including other SharePoint farms.
























Common Questions

- Do you treat your SharePoint farm as one big system or as
multiple functional pieces”?

* What's not in-scope for your plan”? Are one or more separate
(out dependent systems) included?

* How do you handle regional disasters such as earthquake,
flood, or attack”? The choice carries data center implications

" Can you (or do you even want to) leverage the cloud?



« 23% of all businesses don't have an offsite
pbackup strategy in place today

* 42% rely on onsite backups to tape or disk and
then take those (physically) offsite each day

Source: Aeronis Global Disaster Recovery INdex 2012
http://acronisinfo.com/?attachment_id=521







Common Questions

+ Do you treat your SharePoint farm as one big system or as
multiple functional pieces?

* What's not in-scope for your plan? Are one or more separate
(out dependent systems) included?

* How do you handle regional disasters such as earthquake,
flood, or attack”? The choice carries data center implications

" Can you (or do you even want to) leverage the cloud?

Avswers to these czi)e.stious ke.l,b
aetermive how You ultiMAtellj aefive ...
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INn the plan - typically by group or company
rather than individual

. Outlines steps for recovery in explicit detail -
written to a lowest common denominator
without requiring specialized knowledge

. For each step, potential misteps are spelled-
out along with corrective actions that may be
taken (if applicable)

* Specifies objective criteria for recovery
confirmation and/or success







































How testing can help you
* |dentify gaps in plans so that you
can address them before a disaster
* Validate that you can actually hit

RPO and (especia
"~ With repetition, yo

ly)

RTO targets

U can reduce your
RTO (practice makes perfect!)

Rottom live: without testi:dc_:, _Ljou'l [ vever
know I Your recovery plans actual l_tj work






























Wrap-up

- Remember the order of oPerAtious:
Risk Analysis —» BIA —» BCP —» DR Plan

- RPO anad RTO drive MANY of the DR

plaoning decisions _Ljou'll make.

: No twe SharePoivt envirowments are
alikes vo twe DR leos are i1dentical

- Recovery les Ave livi:og aocuments
that jou'l l coustp.utlj test ana vrevise






