SharePoint 2010 and Disaster Qecover-y
New Capabilities, New Possibilities!




Asend

1. Discuss new capabilities and features
that alter the disaster recovery (DR)
landscape in SharePoint 2010
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"Tle New Hotfness'

- PowerShell support

- Configuration-only backup/restore




Disaster Qec_o\/er-y melic_a'/'ions
P’anniné Oper-a'/'ional

« Will alter documented procedures that « May lead te chamges in seript
invelve seripting execution and scheduling
Ll F
- Provides new avenues for the PowerSlell o 'QF

collection of configuration data (fer

POW@("SL‘IEH example, using the Export-Clixml - Efficiency and concurrency

cmdlet). improvements may shorten RTO windows

———-—\ - S—

- Can be helpful for point-in-time

: p ‘ A configuration captures + Generally minimal
ﬂ I UI ﬁ on + Useful when establishing/maintaining

- If recovery plan empleys a full farm
standby farms rebuild, configuration-only restores

can help reduce RTO windows
B - Judicicus use may remove the need to
document some farm config settings
GLC-I(UP ES" or-e
———— e







Wait!




Absolutely

B Administrator: SharePoint 2010

6>
CanBackupRestorefsConf iguration : True
Disk8izeRequired H
CanSelectForBackup I True
CanRenameOnRestore : False
CanSelectForRestore : True
Canllpgrade I True
IsBackuardsCompatible : True
NeedzUpgrade IncludeChildren : False
: False
: Microsoft.ShavePoint.Upgrade .SPUpgrad
eContext
: SharePoint_Config
: SharePoint_Config
: P850dFid—6Hef-46Hc—ahda—9hYhIF2F7ISF
: Online
: SPFarm Hame=5harePoint_Config
: 6BGE4AY
HER
: 8PFarm Mame=SharePoint_Config
IpgradedPersistedProperties -

PS8 C:islUsers~Administratoryr

.. but PowerShell pervades the
ShareP01nt platform. As an admin
you need 1t to completely leverage
SharePoint’'s capabilities






super tiny subtitle:

"pOF -I-L.ose \A/L-O L.ave been ’iviné under a r"Oc:f<"




So ... wLna'f' IS POWer-SL.e”.?

- Command line of the future
- >500 cmdlets supply SharePoint specific operations
- Object oriented, more efficient, and more capable




/o HTTP 404 Not Found - Windows Intemet Explorer

'6@ w 8] htto:/fspdev: 15050/ IDorMExist. asox =l |2 5 il

G Favontes | TP 404 ot Found | | fi < B) - L) omh - page- Safety Toos- @7

0 The webpage cannot be found
HTTF 404

Plost likely causes:
» There might ke a typing error in the address.
= I you glicked on a link it may be aut of date,

What you can tnys

® Rolype the address.
® o back to the previous page.
® Goto and look for the information you want,

ix Mere information

[T T T T [ [ mtermet | Protected Mode: off




Be-COr‘e POWer'SL.e“ (aka, "‘('L.e AGJ"k éays")

1. Place HTML page in the file system of each WFE
2. Fire-up Visual Studio on a workstation with SharePoint
3. Create a custom console application

3a. Set appropriate SharePoint assembly references

3b. Enter three lines of C# code




Aver‘aée SL.ar‘ePoin‘/' adnministreator

efer Perﬁor‘miné ‘/’L'ese S'I'ePs




1. Place HTML page in the file system of each WFE

2. Execute the following line of PowerShell

Get-SPWebApplication | Where-Object

{$_.FileNotFoundPage -eq SNULL} | ForEach-Object
{$_.FileNotFoundPage = "Custom404.htm"; § .Update()}

That's it.

NO, r"eauy = '/'L-a'FS li‘l’eru”y a” i'/' +a/<es.l

This wasn’'t a DR example, but ...



... this should give you an idea of the DR
landscape with PowerShell in SharePoint 2010

Sone SPZ0I10 Bac_kuP/QeS'l'or"e-r“e’a'/'ec' crdlets

STSADM.exe (2007) | PowerShell (2010)

Farm backup STSADM -o backup Backup-SPFarm
and restore STSADM —-o restore Restore-SPFarm
Site collection STSADM -o backup Backup-SPSite
backup and STSADM -0 restore Restore-SPSite
restore

Granular export STSADM -o export Export-SPWeb
and import STSADM -o import Import-SPWeb
Configuration N/A Backup-SPFarm
backup and Restore-SPFarm

restore Backup-SPConfigurationDatabase
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- Can be helpful for point-in-time

: p ‘ A configuration captures + Generally minimal
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- If recovery plan empleys a full farm
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———— e
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- Will alter documented procedures that
involve scripting

- Provides new avenues for the
collection of configuration data (for
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- May lead to changes 1in script
execution and scheduling

* POWer-SL.eI [ r-emcr/'iné!







And now for a couple
of minutes of ...

Deline that

acr‘onym!




RPO “looks backwards”

RTO = 36 hours
Friday 6am (Saturday 6pm)

24 hrs 40 hrs

DISASTER

RPO = 24 hours
(Thursday 6am)
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- May lead to changes 1in script
execution and scheduling

* POWer-SL.eI [ r-emcr/'iné!
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Con@g vration




Tle Pain we all Lelt in SharePoint 2007

- You need to set up additional farms
- How do you copy configuration data between farms?







CO'\-C‘QUP a‘l’iO'\-O'\!y baCkUP a'\cl r- eS‘/’Or‘ e

- Extension of the backup/restore API

- Components report their portable
configuration data




Alr-glq'{', send in the clones!







Selecting full-farm for configuration-only
backup inside of SharePoint Central Admin
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S Farm

SharePont_Cenfig
2 InfoPath Forms Services
Sattings
Dsta Connactions
Fonm Templates
HExemgt User Agents
[ ShanePaint Server State Sarvice
B State Servioe
& Moot SharePont Foundaton 'Web Apphcation
(ol B ip TSI AONYED - 1B5B0
HBadapTestSouwrceWeb - 18550
[ CodabTestng'Web - 18780
o Pubsishing TestiWed - 15480
B Sharefont - G0
=SS _Administration
B SharePont Contral Admastration w4
= ShusnePoint Server State Sarvios Proxy
Stabe Senace
ISP Codei'
[Folstion Valdators Group.)
Sandbaxed Code Load Balancer Provider wsing Populanity
[Resouroe Measures Group. ]
[Exescuitson Teers Group-]
Microsoft SharePoint Server Dlagnostics Service
Globall Search Setbngs
3 Application Registry Servioe
4 Application Registry Servics
Merosefi Office Web Appe Diagnostics Service
Merosoft SharePoent Foundabion Disgrestics Sorvice
o Shaned Services

H Shared Services Apphcatons
E Shared Services Proxies

Farm

Conifigur s tion Detabase

Server Settngs and Content

Settngs

Dats Conrmcbons

Form Templates

Exvempt Uiser Agenis

CAAtE Service

State Service Applcation

Micrasalt SharePont Foundation Web Applcabon
Wish Application

Web Appcation

Web Application

Web Application

Web Applcation

Central Admnistratian

Weeb Application

Ciate Service Prowy

State Service Apploation Praxy

Micrasaft SharePoint Foundation Sandboned Cods Service

Bty Gr oy

Sandbaxed Code Load Balancer Provider usng Popalanty
S Group

Behan Group

Micrasoft SharePoint Server Disgnostics Service

Search object in configuraton database

Applcaton Registry Servioe

Applicytion Registry Service

Wicrosa i Offio Web Apps Diagnos o Servioe

Mcrosalt SQL Server Repor tng Saraces Dibgrosbcs Senace
Mcrosoft SharePoint Foundation Diagnosiics Service

Shared Services

Shared Services Applcations

Shared Services Proxies

Content and configur sbom data foe the entre cerver fam,

Configuration daia for the sntine server farm.

Aderandstrator -spproved content and settings for the: server farm.

Setongs

Bderarietr ator -approved dats conmection fles,

Aderarestr yter -appeaneed Fonm templates,

The cellection of user agents that recerve InfoPath forms instead of Wieb pages.

Service for storage of temparary state infemation used by various SharePoint Server features.

Collection of Web: Apphcations

Contiant and configurabion Sats foe ths Wi appbcamon.
Cenient and cenfiguration data for this Wb appkcakien.
Content and configuration data for this Web application.
Content and configuration data for this Web application.
Conient and configuration data for s Web appication.

Collection of Wb Applestioes
Content and configurabon data fer thes Wb appbcaton.

Settings for the Sandbooted Code Semate.

Collection of compenents grouped topether for backup and restore,
Collection of compenents grouped tngether for badup and restore.
Collaction af components orouned togsther for badap and restons.

Settings for the diagnostics service.
Crawder mpact nubes for the: farm

Backonards compatible Busness Data Conmectivity AP,
Baconards compabible Business Data Connectvity AFT.

Shared Services of the server farm,
Shared Services Applications of the server Farm.
Shared Services Applications of the server farm..




Restoring the configuration-only backup

Select Component Type
r-' EFEA‘TI'I Farm
r & InfoPath Forms Services Server Settings and Content
r Settings Settings
r Data Connections Data Connections
r Form Templates Form Templates
r [HExempt User Agents Exempt User Agents
r Microsoft SharePoint Foundation Web Applcation Microsoft SharePoint Foundation Web Application
WSS_Administration Central Administration
r = SPUserCodeV4 Microsoft SharePoint Foundation Sandboxed Code Service
[Sodution Validators Growp.) Badkup Group
Sandboxed Code Load Balancer Provider using Popularity Sandboxed Code Load Balancer Provider using Popularity
[Res-u,rln:e Measures Group. ] Backup Group
[Execution Tiers Group. ] Backup Group
Micrasoft SharePoint Server Diagnostics Service Microsoft SharePoint Server Diagnostics Service
Microsoft Office Web Apps Diagnostics Service Microsoft Office Web Apps Diagnostics Service

Micrasoft SQL Server Reporting SEWH:EE Diagniostics Service
Micrasoft SharePoint Foundation fics Service

Microsoft SQL Server Reporting Services Diagnostics Service
Microsoft SharePoint Foundation Di stics Service







Conpgur-a'/'ion-onfy backup/ PES'/'O("E cap'/'ur-es
a.lhnnbﬁecJ:sudbseHL:oiT‘ccwwﬁigu/rwsfkmn Heta

- Antivirus settings
- Information rights management (IRM) settings
- Qutbound e-mail settings

- Customizations and solution packages

- Diagnostic logging settings







. and nore like '/'Ln's
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- Can be helpful for point-in-time
configuration captures

- Useful when establishing/maintaining

standby farms




- Generally minimal

- If recovery plan employs a full farm
rebuild, configuration-only restores




Disaster Qec_o\/er-y melic_a'/'ions
P’anniné Oper-a'/'ional

« Will alter documented procedures that « May lead te chamges in seript
invelve seripting execution and scheduling
Ll F
- Provides new avenues for the PowerSlell o 'QF

collection of configuration data (fer

POW@("SL‘IEH example, using the Export-Clixml - Efficiency and concurrency

cmdlet). improvements may shorten RTO windows

———-—\ - S—

- Can be helpful for point-in-time

: p ‘ A configuration captures + Generally minimal
ﬂ I UI ﬁ on + Useful when establishing/maintaining

- If recovery plan empleys a full farm
standby farms rebuild, configuration-only restores

can help reduce RTO windows
B - Judicicus use may remove the need to
document some farm config settings
GLC-I(UP ES" or-e
———— e




KUP/ I<es>STOr e

SQRL Server




V\/Lna'l' 1S a S'\aPSLaO'/'.?

- For all practical purposes, it's a
copy of a database with data that
remains consistent to the point in




HOW CIO S"\QPSL"O'{'S
.'n+ea rete with SlharePoint?

- Object model support (via
SPDatabase)

- Snapshot clean-up through
Microsoft SharePoint Foundation
Snapshot Management timer job




Site collection backups
without +he use of snaPsL.o"’-s

i ! Content -y ==
< read-only . Database @

Site Collection Backup
User Process




Site collection backuPs usir\é
c:la'l'abaSe S'\aPSLnO'l'S

Content 3.4_:,.. i
f E < read/wr t& Database > = ©

Site C I t.:tl
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- Snapshots place additional load on
SQL Server

- Size and plan SQL Server environments




- Snapshots can increase SharePoint
availability by avoiding locking
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Granular recovery usirg SlarePoint 2007

1. Locate appropriate content database backup
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’TZ-.e simPle answer-

Production Restored
B8 Uk

@




So, you've got a ... and you need
production farm ... a recovery farm

Of course, many companies have test environments, Maybe a separate

and data should be recovered to a different farm. staging environment?

Obvioushrj e Pr‘-abfems
campou-\é as environments
er—ouv, new ones are r.r-e:nl‘e:J,

ﬁ"\a I‘ECOVE(‘\T '\EECJS CLG"\éE



So, the big brains on the SharePoint product team
toiled long and hard to give us a better mechanism
with SharePoint 2010.




Whet is unattaclhed content
cla‘/'abase r-eco\zer'y.?




6(‘«"\&/ ’ ar recove

Ta SL.ar‘epoin'/' 200

1. Locate appropriate content
database backup

2. Restore content DB to live SQL
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- Reduces or removes the need for
(dedicated) recovery farms

- May affect SQL Server capacity




- Reduces operating overhead since
recovery farms are not needed

- Can reduce RTO window for granular
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SO, WL.a'FS

mifr-or-iné.?

Production SQL DR SQL
instance instance

>

Database
[principal ]

S




ets Say '/'Lu::/' an "incident

occurs ot 7our- Pr‘im‘ar‘y dete center

Leard fo see,

but that's your
Pr‘oéuc/'ion SQL
Server




Stqqﬂpoivn‘ 2010 = Miv—rad-iv:;-qw“
* tilizes "Failover Partne—"

Production SQL DR SQL
instance instance




£ you'r-e éoiné +o +r-7 mir-r'or-iné, tlere are

sonme r-ec,‘uir-emen'f's 70u neec‘ fo be aweare of

-« SQL Servers must use same version and edition

- 1Gbps bandwidth between SQL Server instances

- <1ms latency between SQL Server instances




\ Plu+o*) clur-iné a ’eaP year
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- Mirroring for DR carries
significant data center design
and location considerations

- Profound impact to DR strategies




- Effectively reduces RPO windows to
zero and prevents data loss
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Qluick tfour of wL.a:/"s
been uPc:Ia:/'ecl witl, 2010

- Read-only

databases

- Search indexing

and related
operations




Read-only



Qeac'-on l 7 cla'/'abases

- Possible with SharePoint 2007 SP2
- User experience less-than-optimal

- Some farm operations were adversely impacted

/

r! ]
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- SharePoint fully aware of read-only DBs
® SUPPOP'/'ecl For bO'l'L. con+en+ DBS anc’

service == Bs

- UI elements react properly when read-only
DBs in-use
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Mew Open & Check Cut IManage Share & Track Copies Workflows
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Library Tools
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- Read-only

databases

- Search indexing

and related
operations
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Search i1ndexing
and related



Web server
Query server

v S o rePoint

Query component 1 Query component 1m

A r‘cL. tecture

Admin Crawler Crawler

Crawl db

Search admin db

g : Property db
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- Read-only

databases

- Search indexing

and related
operations




operations

Native backup



Na'{'ive backuP a'\cl r-eS'f'or-e

- Core functionality largely unchanged

- Backup/restore is now multi-threaded

® DE-CAU’+S +O 3 +LFEAG'S} acljUS'I'Able -CFOM ( +O lO
- Aéc’i‘f’iona' 'H-.r-e-;és is not nec.ess-u"i's, better
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- Search indexing

and related
operations
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Granular backup
and restore




GfaﬂUlar‘ bac_/<UP ¢:-u’\c:l r-eS'l'or-e

- Central Administration support
e Now anits site collection backups and exports




A couPIe of

new fricks

- SQL Server snapshot capability
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- Read-only
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- Search indexing

and related
operations
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some caution from e DQ Per-sPec{'ive

- Service application
framework
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Service
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- Use only the service applications you
need; turn off the ones you don't

- Ability to scale-up and scale-out in
most cases

« Multi-tenancy and cross-farm
consumption (security and scalability
options)

- Doesn’t participate in configuration-
only backup/restore

- Tough to backup/restore -- even with
native tools

Renote

+ Offloading storage of binary large
objects (BLOBs) from SQL Server to
another storage system

« When using native backup and restore,
BLOBs are typically pulled through
without issue




Service
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- Use only the service applications you
need; turn off the ones you don't

- Ability to scale-up and scale-out 1in
most cases
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- Doesn’t participate in configuration-
only backup/restore




DOCUMG'\'{'

your Fernn

con ur-a'/’ion!
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- Offloading storage of binary large
objects (BLOBs) from SQL Server to
another storage system

- Reduces content database size (often
dramatically)




m

- When using native backup and restore,

BLOBs are typically pulled through
without 1issue

- If you use SQL Server backups or a
3rd party product, understand the
implications during backup/restore!




Business
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- Evolution of the MOSS Business Data
Catalog (BDC) that now supports both
reading from and writing to external
data sources




- Though data is surfaced through

SharePoint, 1t doesn’t actually exist
in SharePoint

- BCS-connected LOB systems must be
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- Use only the service applications you
need; turn off the ones you don't

- Ability to scale-up and scale-out in
most cases

« Multi-tenancy and cross-farm
consumption (security and scalability
options)

- Doesn’t participate in configuration-
only backup/restore

- Tough to backup/restore -- even with
native tools

Renote

+ Offloading storage of binary large
objects (BLOBs) from SQL Server to
another storage system

« When using native backup and restore,
BLOBs are typically pulled through
without issue
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